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Parties to a request for reconsideration of a decision
sustaining Tymshare's protest to a contract avard maintained
that GAO was erroreous in conclusions that: (1) the Navy's
acceptance of proposal in reclation to computer security was
unreasonable; and (2) Tymshare's proposal failed to meet

rocurement requirement that fixed prices be ovffered. No errors
in fact or law were shovn to exist in prior decision, but
bhecause of time consumed in request, it "as recommended that
instead of reopening negotiations, the Navy should not exercise
tvo option years in the current contract, and should resolizit
servicos competitively. (HIW)
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1 1. On reconuideration, decision is affirmed that proposal-~(l) whose
computer algorithm was diract!y related to proposed prices and
(2) which rese:sved right to i_ ise algorithm after award and to
negotiate with agency concerning such changes-~failed to comply
) with RFP requiremeunc that fixed prices be offered. Most
5 reasonable interpretation of proposal's language is that subject
of posi~awvard negotiations would he changes in contract prices,
and leaving open opportunity to change prices meant that prices
were not fixed. Defect in proposal could not have been cured
without further negotfations with all offerors in competitive

range.

2, Contentionz in requests for reconsideration--to effect that
proposal offering “storage protection” savisfied RFP computev
security requirement involving "read protection"; that proposal
was sufficiently decailed to demonstrate satisfaction of require-
ments; that RFP did not require extensive detail; that furnish-
Ing more detail would have subverted security; that competing
proposal provided no more detail; and that current contract
performance complies with requirements-~do not show prior
dzcision that Navy acted unreasonably in accepting proposal
was erroneous. Navy could not reasonably determine from pro-
posal whevher ful) read protection was offered and how it
would be provided.

3. Contention that failure to exercise oition yezrs of contract
will result in Navy's incurring substantial termination for

' convenilence ~asts is without merit, since authority cited

guanloading & Management Associates, Ine. v. United States,

461 F.2d 1299 (Ct. Cl. 1972)) involived estoppel situation where
Government gave unequivocal assurances that contract option
would bte exercised. Present case involved mere 'assurance that
options would be exercised subject to eventualities normally
assoclated with year-to-year funding, and is distinguishable
on other grounds-hs well.
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4. Contractor and agency suggest that no Tecommendation for
corrective action would be appropriate despite prior decision
sustaining protesc, becsuse contract performance complies with
requiremencs and protester suffered no prejudice. However,
while sows evidbnce in record Indicates that contractor is
providing 'read protection" in computer timesharing services .
zontrazc, written record dces not eatablish tha: contract per-
formance is fully in compliance with requirementa, nor is it
GAO's function to make such determination. In any eveat, best
intevesta of Government call for recommendation that contract
option years not be exercised.

5. FRequests for reconsideration have not shewn errors of fact or
law in prior decifion sustaining protest, and decision's
recommendation for corrective action--renpening negotiations--
vas correct ot time it was made. Due solely to amount of time
consured by contractor's, agency's and protester's requests
for reconsideracion, and in view of approaching expiration of
current contract term, GAO now changes recommendation: instead
of r.opening negotiations, Navy should not exercise two option
yeare in current contract .nd should resolicit cowputer time-
sharing services coapetitively.

Cumputer Netwerk Corporation (COMNET), the Naval Supply Systems
Command (NAVSUP), and Tymshare, Inc., have each requested reconsid-
eration of our decision which sustained Tymshare's protest in regard
to the award of a contract for computer timesharing services.

Our decision (Computer Network Corporation et sl., B-136858,
January 14, 1277, 56 Comp. Gen. y 77-1 CPD 31) recomnended that

the Navy reopen negotiations, obtain revised proposals, and either
award a contract to Tymgshare (if it became cthe successful offeror)
or modify COMNET's current contract pursuant to its finzl proposal
(1f it remained the successful offeror). The background facts

and circumstances, which ave complicated, are set forth in our
earlier decision.

COMNET and the Navy maintain thac decision reached an erroneous
conclusion on an issue involving the Navy's acceptance of COMNET's
proposal as couplying with the computer seccurity requir~ments set
forth in the request for proposals (RFP No. NO0600-76-R-5078).
COMNET and the Navy contend that we should reverse our conclusion
on this issue and wlthdraw our recommendation.

—
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Tymshare contends that our decisicn was correct on the computer
security issue but erroneousiy found that Tymshare's proposal failed
to meet an RFP requirement that fixed prices hs offered. Tymshare
believes we should recommend a termination for coJlvenience of CTOMNET's
contract and a reinstatement of Tymshare's cuntract (Tymshare vas
tke original awardeg under the 4FP; the Navy terminated Tymshare's
contract for the convenience of the Goverament and made award to
COMNET in August 1976 because it believed COMNET's protest againsc -
the award to Tymshare was meritorious).

The standard to be applied in considering these requests i3
whether tlie -equesters have convincingly shown errors of fact or
law in our earlier decision. See Curbetta Construction Company of
1llinois, In:., 55 Comp. Gen. 972, 975 (1976), 76-1 .’D 240, Despite
the extensive written submissions by all parcies, very iicttle in
the way of genuinely new and material information has surfaced.
He intend to concentrate in this decision on the isezaes which are
dispositive of the requests for reconsideration.

Reconsiderstion of Fixed-Price I.sue

Our earlier decision concluded that because of certain provi-
siona in Tymshare's price proposal, it failed to offer fixed prices
as required by the RFP. 1In this regard, paragraph Ci( of Tymshare's
price proposal provided:

“TYMSLARE reserves the right to revise its
algorithm during the life ¢f the contract to
reflect changes in hardware costs, inflation-
ATy pressures, operating system improvemants,
etc. Should an aigorithm change be considered,
an analysis of the impacr of these changes on
davy operations will cake place, and appropriate
negotiations conducted."

Tymshare's offered prices for various items of work were exoressed
in a direct relacionsnip to its algorithm.

Tymshare's principal argument is that this language was mereiy
a "request” to the Navy for the right to adjust the algorithm to
permit Tymshare to charge other customers--not the Navy--higher
prices. Tymshare points out that its method of operation generally
calls for use of a sinyle algorithm, which frnctions as a measure
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of units of service and price. Thua, the urgument runs, if Tymshare
was forced to change its algorithm bacarse of its ‘other business.

it would negotiate with the Navy appropriate offsetting mathemati:al
adjustments in tha glgorithm which would not, however, affect the
agreed-upon contract prices. Tymshare contends that its commitment
to conduct all appropriate ncogotiations with the Navy effectively
reserved to the Navy the "final s.v" on what changes could he made,
and cites Chemical Technology, lne., B-179674, April 2, 1974, ' 74-1
CPD 160, for the proposition that adjustment in a price formula
which dues not change the cost to the Government docs not affact

the firmness of a price proposal.

Despite Tymshare's subsequer.: explanations as to the meaning
of this portion of its propusal, the intent of the proposal is
basically to be determincd from the proposal itself. Dynalectson
Corporation et al., 54 Comp. Gen. 562, 570 (1975), 75-1 CPD 17;
modified (corrested) by 54 Comp. Gen. 1009 (1975), 75-1 CFD 341. Ir
any event, the Navy's contract negotiator, in an affidavic duted
March 11, 1977, states that prior to the award he never discussed
this portion of the proposal with Tymshare.

Paragraph C4 plainly states, at a minimum, that Tymshare reszerved
the right to enter into negotiaions after award of a contract.
Furthar, the most reasonable interpretation of the rcferences to
"changes in hardware costs,"” "inflationary pressures," and "impact
of these changes on Navy operations"--considered together with the
fact that Tymshare's proposed prices were directly related to its
algorithm--is that the subject of the post-award negotiations would
be changes in the contract prices. An alternative interpretation
of paregraph C4 is that Tymshare reserved the right to unilaterally
make price changes, with the post-award negotiations being limited
in scope to the consequential effects of rhe changes on Navy
operations.,

Irn any event, the interpretation that paragraph C4 merely left
open the opportunity for possible orice changes is enough to support
a conclusion that Tymshare's proposal failed to offer fixed prices.
In this regard, we note rhat in formally advertised procurements,

a bid reserving the right to regotiate material terms and conditions
is a qralified bid and must be rejected. 42 Comp. Gen. 96 (1962).
Also, in Applied Management Sciences, lnc., B-182770, July 1, 1975,
75=-2 CPD 2, vhere a bid contained references both to a fixed price

——
‘——
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and to negotiation, the bid was ambiguous and was properly rejected
as noarespcnsive, In negotiated procurements, as here, negotia-
tion has been defined as any opportunity to revise or modify a
proposal. 31 Comp. Gen. 479 (1972,.

We believe it s clear that &ty leaving ojen the opportunity
! to effect post-award changes in ite prices, Tymshare's proposal
foiled to offer fixed prices. Whether the Navy might have been
able to successfully reject price changes in the post-award negotia-
tions is immatérvial. Therefore,’ where, 25 here, an RFP requires
fixed prices and a proposal does not offcr fixad gprices, the pro-
posal as submitted cannot be considered tor award. Burtoughs Corp-
oration, B-186313, December 9, 197¢, 56 Cowp. Ger. , 16=2 CPD
472; Computer Machinery Corpouration, 55 Comp. Gen. 1151 (1976),
76-1 CPD 358, aifirmed €3, Inc., et ai., B-183592, August 5, 1976,
i 76-2 CPD 128. Alro, Tymshare's raliance on the Chemical Technology
decision is mispleced. In that case¢, a bid was found to be respon-
aive becauce a firm extended price could be ascertained from hourly
price quotes in the bid, notwithstanding the bidder's failure to
quote monthly unit prices as required. 1In the present case, Tymshare's
proposal prices are nwot firu because the proposal left open the
opportunity to change the prices after award.

Tymshare also contends, citing Computer Héchinerx Corporation,
that sin:e this was a negotiated procurement the Navy could simply

have rejected paragraph C4 and mad: an award based upon the remainder
of the proposal. Conputer Machinery Corporation do2s not support
this contention. That decision involved a situvation where offaerurs’
proposals contained various methods of acquisition for ADPE, includ-
ing lease plans. Each method or plan was essentially a separate

end indenendent alternative by which the Government could obtain
#DPE. One of the successful offeror's lease plans was unacceptable.
Our Office recommended that the agency reevaluate the proposals,
excluding the unacceptable lease vlan., In the present procurement,
there was only one acquisition methed or plan--the purchase of com-
puter timesharing services at fixed prices. The defect in Tymshare's
proposal could not be curad wichout reopening negotiations with all
offerors within the competitive range.

Ty

Tymshara next contends that the Mavy procuring activity did
delete paragraph C4 of its proposal in making the award, which the
Navy denies. This contention is based on the fact that while para-
graph C4 appears in the Tymshare proposal, it Joe~: not eppesr in
the Standard Form 26 contract documnent.

-5 -
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Az alveady noted, this allegation, if true, would mean that
furcthey negotiations would be required. In sany event, we balieve -
paragraph C4 was part of the contract because, as the Navy points
out, its acceptance of the proposal (containing paragraph C4) consum-
mated the contract. The rule in this regard is that the Government's
acceptance may not vary the tcrms of the offer. Kenneth Davia Ltd.,
B=-181905, Maxch 17, 1975, 75-1 CPD 1%59. We do not bslieve it is
nncessary to diacucs th: Navy's explanation of how paragraph Cé4
csae to be deleted from the Standard Form 26 pricing schedule.

Reconsideration of Computer Security Issue

The RFP established various requirements regarding the Privacy
Act of 1974 (5 U.S.C. § 352a (Supp. IV, 1974)) and computer security,
including the following:

"Main ;memory protection must insure the
integrity c¢f a user's area during operations.
{KFP Section F.VII.A.3(d))

and

"The proposal must include a detailed
description of all security measures and
procedures.,'

(RFT Section F.V1I.A.S5.)

With reference to the m:in memory protection requirement, our
earlier decision he’d:

"We believe this requirement is open to
only one reasonable interpretation, namely, that
an ofteror's bardware/operation system corfigura-
tion must include 'read' protection. After
reviewing COMNET's propusal, we conclude that
the hardware/operating syctem configuration it
proposed--the 0S/MVT operating on the IBM 360/65--
cannot protect against read access to the main
memory of the CPU without considerable modification.
While COMNET's submissions in the protest pro-
ceedings state th:: it has made considerable
modifications to the standara 0S/MYT, after
reviewing the COMNFT proposal we do not believe
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the proposal demonstrites that the memory
protection requirenent has been met. Based
upon this and our axamination of the record of
the Navy's technica.. evaluation of proposals,
ve belicve the Navy's acceptance of the pro- .
posal in this respect lacked a reasonable
basis, and amounred to an improper relaxation
of a material security requirement without
amending the RFP pursuant to ASPR § 3-805.4 to
allow further competition on the basis of the
relaxed requirement.”

In reaching this conclusion we utilized che assistance of technical
experts, who have ggain participated in our consideration of the requests
for reconsideration. .

There 18 no dissgr-ement concerning our interpretation that the
RFP requ/rcd read protection. The issue on reconsideration releates
to our conclusion that the Navy acted unreasonably in deciding to
ancept the COMNET proposal despite the proposal's failure to demon-
strate compliance with the requirement.

The most significant item of evidence brought forward during the
reconsideration 18 an affidavit dated January 28, 1977, by the head
of the Nivy's technical evaluation panel. This affidavit states in
pertinent part:

1. % % & From the outset * * * it was
the panel's opir.ion that the COMNET proposal
met section VII.A.3.d. of the solicitation
which required that 'main memory protection
must ensure the integrity of a user's area
during operations.' This conclusion was based
on the following:

"(i) COMNET's system was not a standard,
unmodified O0S/MVT system. (We were well aware
that the standard 0S/MVT system did not meet
the sccurity cequirements of the RFP,)

"(1i) COMNET's statement on page 54 of
their proposal that ‘the COMNET secu:-iL; system,
through the use of the 3torage protectinn feature
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insures that main memory and disk storage are
protectad in the areas where authorization and
validation operations are being conducted, or
where such dath is stored.' To us, 'storage
protection’ meant read and write protection.

“(111) COMNET's stated capability for con-
verting a SYSABEND dump to SYSUDWMPs indicated
that COMNET's syster was designed to prevent

a user from getting a copy of information con-
tained in a part of main memory to which he was
not authorized access through a SYSABEND dump
by causing his program to abnormally terminate.
If a user were allowed to obtain a SYSABEND
dump he could possibly circumvent the read
protection provided by COMNET's storage pro-
tection features. A SYSUDUMP permits a user
to obtain informaticn only from the area of
main memory in which his program is e . uting.

"Our initial conclusion with regard to the
acceptability of COMNEI's security provisions was
reinforced by the following statemencs in COMNET's
revisions to their technical proposal dated
1 March 1976:

"(1) 'The improved security and accounting/
billing systems as defined within the proposal
are in final stages of completion and testing
and will be installed prior to the award of
this contract.' (Sece p. 1 of revisions.)

"(1i) 'The Data Manager is protected by
COMNET's storage protecticu feature which in-
sures that main memory und disk storage are
protected in the areas where authorization and
validation operations are being conducted or
where such data are stored.' There was no
doubt in our minds that this included 'read’
protection, since ‘read' protection would have
to be provided to adequately protect passwords
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and securicy procedures in the data wansger's
area from perusal by someone trying to break .
the system, (Sec p. 5 of revisions)

"“In view of the above, it was my opinion,
as it was the opinioun of the panel, that COMNCT
met the memory protecticn requirement of the
solicicatior.”

The firat difffculty is with the conclusion that COMNET's pro-
posal offered read protection because of its references to "storage
protection.” None of the parties have cired legal precedent defining
either term, nor are we awarc of any. However, the Navy does cite
one technical definition o. storage protection as "The preventicn
of access to data in storage for any purpose, such as reading or
writing. (Synonymous with Memory Protection.)" Weik, Marcin H.,
Standaxrd Dictionary of Computers and Information Processing, Haydeuw
Book Company, Inc.: New York, 19A9.

We note that another definition of astorage protection is "A
featuie which includes a programmed protection key that prevents the
read-in of dats into a protected arca of main memory and thus prevents
one program from destroying another." Sippl, Charles J., Data Com-
nunications Dictionary, Van Nostraand Reinhold Company: New York 1976.
This definition indicates write protection, but does not convey chat
read protection is an integral part of the term storage protection.

In the absence of a generally accepted and authoritative defini-
cion of stovage protection as including read protection, we believe
the Ravy acted unreasonably in assuming that read protection was
being offered when the proposal spoke of storage protection.

Even assuming that COMNET's proposal offered read prutection,
the more serious question concerns the degree to which the proposal
demonstrated that read protection would be furnished. A number of
technical reasons cited in the affidavit do not support the havy's
conclusion that the proposal adequately demonstrated satisfaction
of the requirements, For instance, paragraph i(ij) of the affidavit
cited pege 54 of the proposasl which refers to a "“storage protection
feature," The term 1s in itself meaningless withour being defined.
Without a description of this feature, an adequate evaluvation would
be impossible. Further, the proposal's statement only indicates
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prorection in arcas where authorization or validation operations
are being conducted, or wlere authorization and validation data
is stored. It docs not indicute protection of user areas.

However, the Navy and COMNET contead that the proposal's state-
aenrs concerning coaversion nf SYSABEND dumps to SYSUDUMPS showed
protection of user areas. COMNET, for instance, makes much of its
proposal's statements that this modification permits "only user core’
astorage” to be dumped, and that ary attempt to violate "the security
of the system" will result in abnormal termination of the uger's
Job., COMNET maintains that cthe affidavit shows an adequate under-
standing and evaluation of these points on the part of the Navy, since
it restates "in functional terms" what actually occurs.

We agrece that a modificactinn to convert all SYSABEND dumps to
SYSUDUMP?S is a highly desirsble security feature in a timesharing
environment, and that such conversion provides a measure of read
protection in those sitvations where dumps are involved--i.e,, wheve
a8 user is obtaining a print-out of . formation stored in the main
memory. As the affidavic states, in a dump situation the modification
would permit a user to obtain information only from the area of main
memory in which his program is executing. However, this conversion
or modification alone does not ~2onstitute full read protection; it
does not encompass protection which would prevent a user's program
fron accessing areas of main memory ou:side the user's assigned
segment. Further, the affidavit indicates the Navy relied on bare
statements in the COMNET proposal as te this capabilicty, without
obtaining additional evidence through documentacion or by demon-
stration prior to award.

Aside from the affidavit of the techuical evaluation panel
chairman, the only other contemporaneous evidence of the technical
aevaluation is the record of written questiomsposed by the Navy to
COMNET and COMNET's answers, which we considered in reaching our
earlior decision. The Navy did not pose any specific question deal-
ing with the requirement that main memory protecticr. must ensure the
integrity of a user's area during operations.

During the reconsideration of this case we requested the Navy
to furnish whatever internal standards it has for evaluation of
technical proposals involving ADPE work or for benchmarking. The
Navy furnisled a publication entitled "Handbook for Preparation of

- 10 -
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" Vendor Benchmark Instrustions,” Octaber 29, 1976, published by its

Autuu..>ic Data Processing Fquipment Selection Office (ADPESD). The
Handbook states at p. 31:

"“A functiomal demonstration vevifiea the

vendur's ability to meet a requirersnt. The

.need for a functional deronstration often cannot
be established until ti,2 vendor proposals are
evaluated. * * * Quite often the requirenent
for a functional demonstration can be satisfied
through other sources such as more detailed vendor
documentation, clarification of existing vendor
documentation or experience attained from another
uvser activity with a similar configuration.

& ® * * *

"Functional demonstrations ares appropriace
when combinacions of the followinag exis::
“a. Aspects of the vendor's proposal to meet
a cogputer system requirement are question-
able aud other means cannot be found to
adequately support his claims.

"b., The objective for requiring a functional

demonstration c¢sn be clearly defined.
Yok AN

While no suggestion has bean made that the MHandbook estahlishes
binding legal guidelines, it does shed some light on ths evaluation
steps which may be necessary to resolve questionable techniczl arees
in a proposal. As indicated above, thosc steps would involve either
the obtaining and analysis of more detailed technical documentation
than is contained in the proposal, or conducting a functional deron-
stration of mandatory security requirements. We believe that the
present issue--the COMNET prcposal's demonstration of read protection
of main memory-~is precisely the type o’ questionable area to which
the Hundbook's guidance is diracted.

Other technical materials submitted *: the Navy in support of
ics position include a Jenuary 25, 1977, .r:idavit hy a computer
consultant. The substance of this indiviiu. 's views-~that the
Navy had a reasonable basis to conclude f[ron nage 54 of cthe COMNET
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proposal that read proteciion was being offered--hus already'been
treated above. Moreover, this individusal's conclusions were
reached based upon his sixamination of the COMNET proposal after
our January 14, 1977, decisicn had been rendered, whereas the
issue involves the xeasonableness of the Navy's judgment during
the technical evaluation of proposals in 1976.

Similarly, subsequent to our January 14, 1977, decision NAVSUP
and the prrouring activity--the Washiungton, D.C. Naval Regional
Procurement Office (NR?0)--~sought en independent technical opinion
from ADPESO, which was not otirerwise involved ia the procurement.
The ADPESO expert's statement is essentially conclusory--finding
that COMMET's "ALFHA" system solved the problem of read protection--
and does not address the issue of how the COMNET proposal adaquately
demonstrated that read protection would be furnished.

Further, COMNET has made many arguments in support of its
position. For instance, COMNET, while admittirg that ics proposal
did not go into “great detail" on computer security, contends at
lergth that nothing in the RFP required any "“exhaustive disclosure"
regarding security. In view of the plain language of the RFP to the
contrary, we believe this argument is frivolous. RFP Section D.i.B.,
p. 16, required technical proposals to be suificiently detailed
£0 as to enable tecnnical personnel to .dkc a thorough evaluation
of the offeror's capability to meet the starement of work, and stated:

"To this end, the technicul proposal should be
so specific, detailed and complete as to clearly
and fully demonstrate that the Offeror has a
thorough understanding of the requirement and
the capability ro accomplish the task."

As already noted, KF? Section F.VI1.A.5 required a detailed description
of all security; measures and procedurcs. The language of the RFP in
this regard could hardly be less equivocal.

"[I)t Is asivomatic in negotiated procurement that an offeror
must demonstrate affirmatively the merits of its proposal and that
such merit is not to be determined by unquestioned acceptance of the
substance of the proposal.” Kinton Corporation, B-1£3105, June 16.
1975, 75-1 CPD 365. The degree of demonstration required will vary
depending on the circumstances of the case. Compare, for example,
Julie Research Laboratories, Inc., 55 Comp. Gen. 374, 383 (1975),
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75-z CPD 232 (where offerors were raquired t. raspond to the state-
ment of work on a paragraph-by-paragraph basis to demoastrate how
the rejuirements would be met) with Moxon, Incorporated/SRC Division,
B-179160, March 13, 1974, 74-1 CPD 134 (where the RFP stated exact

: requirements and offerors were not requested to explain their

' proposals by narratfve or descriptive information). In the present
case, 1t is abundantly clear that the RFP required z rathe: thorough _
demonstration in the proposal regarding computer security. COMNET
did not provide ir. :

' COMNET next contends chat it deliboerately and properly did not

' provide in its proposal details of its oxtensive, proprietary ALPHA
modificaticns to the OS/MVT operating system because to do so would
have been inherertly self-defeating and would have violated the
principle that disclosure of confidential security information should
be limited to those with a "need to know.' NRPO itsclf rejects this
argument, stating that submission of security details would not subvert
securiiy provided that precautions were taken by the Navy to protect
the confidentiality of the details. Where adequate safaguards are
taker. to protect an offeror's proprietary information and evaluation
of the information is necessary, an offeror's refusal ro provide it
can justify rejection of the offeror's proposal. See 51 Comp. Gen.
476 (1972). 1In any event, we believe that COMNET could have provided
an adequately detailed description of its security methods and
procadures without submitting volumes of proprietary information.

COMNET further contends that the fact that Tymshare's proposal
provided no more detail on computer sccurity than did COMWET's
shows that COMNET provided a reasonable amount of detail. We believe
it is unnecessary to decide whether the Navy acted reasonably in ‘
accepting Tymshare's proposal as being adequately detailed in regard y
to computer security. It is sufficient to note that Tymshare offered
a significantly different hardware/software configuration, and that
the description of this configuration in Tymshare's proposal provided
a clearer indication of how the main memory protection requirement
would be met than did COMNET's.

COMNET and NRPO also suggest that the Navy's technical evaluaturs
had some familiarity with the workings of COMNET's ALPHA system.
COMNET, for instance, states that the Navy '"was awarc of the differences
between ALPHA--the systei.. offered--and the 1BM OS/MVT operating system."
The lack of read protection in the OS/MVT is well known. PRC Computer
Center, Inc., et al., 55 Comp. Gen. 60, 91-95 (1975), 75-2 CPD 35.
COMNET contends that since it was offering its highly modified ALPHA
system and the Navy was aware of the differences, it was reasonable
for the Navy to accept the COMNET proposal.
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However, so far as the record shows, the evaluators' knowledge
in this regard extended very little beyond the bare fact that
COMNET had made or was making various "modifications" to the OS/MVT
which the COMNET prqpossl did not describe in detail, .See the
affidavic of the technical evaluation panel chairman, gvpra. Since
the COMNET proposal did not contain detailed information and since -
there is no showing that any evaluators obtained such knowledge
independently of the contents of the proposal, there is nothing
in the record to support a conclusion that the evsluators had actual
knowledge of the details cf COMNEY's computer security methods or
of how COINET was to provide read protection.

In this same connection, NRPO points out thzt the chairman of
the technical evaluation panel "had read the AiYHA manual and facilities
guide and hence was quite familiar with the ALPHA system." The ALPHA
liser Manual and the COMNET Facil‘ries Guide were two cf scveral attach-
ments to the COMNET proposal. Appar:ntly due to an oversight, the
attachments were not submitted to our Office by the Navy in its reports
on the protests. Thus, these materials were not taken into consider-
ation by our Cifice in reaching ovr carlier decfsion.

The ALPHA User Manual is a document which describes the functions
and coumands of an extensive, remote, conversational timasharing
supplement to IBM 360/370 systems. It specifically provides a simple
interface to OS/MVT. It does not contain any direct technical infor-
mation regarding the ALPUHA-OS/MVT interface or how the parts of the
system are organized and supported. 1t does not have a separate or
extensive discussion of security features, except for some references
to the use of passwords to protect access to data sets and libraries.
The bulk of the manual is a descripcion of the syntax and semantics
of sume 46 terminal user conmands.

We do not believe that reliance on this manual couléd afford
a rcasonable basis for a conclusion by the Navy that COMNET's proposal
demonstrated compliance with the RFP requirements. Similarly, the
other attachments--a COMNET Facilities Guide (a manual describing
the functions and use of a computer-based text and document editor)
and IBM 0S COBOL. Manual (a reference manual for an interactive on-line
COBOL program writing debugging facility) cruld not provide such a
basis.
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The failure to furnish thesa attachments to our Office does not,
therefore, affect the outcome of this case, However, by letter of
today to the Secretary of the Navy, discussed infra, we are sugzesting
that responsible Navy offizials be reminded that it is imperative
that our Office be furnished complete reports in response to protests.

.

It is significant also that COMNET's proposal indicated that its
security modifications were incomplete at the time the proposal was :
submitted., COMNET argues that all legal requircments are mec as long
as the system would be operative at the time >f award, citing Omnus
Computer Corporation, B-183298, October 9, i%75, 75-2 CPD 216 and
Sycer, Inc., B-180310, April 22, 1974, 74-1 CPD 207. In Omhus,
however, unlike the p:isent casa, the agency hac a reasonable basis
to conclude from the successful offeror's technical proposal that
the proposed system had the capability of performing in accordance
with the specifications. Similarly, Sycor, where a successful offeror
was given a few days to correct minor oversights in its live test
demonstration--which did not alter or modify the offeror's proposal--
is not good authority for the contention advanced by COMNET. That
a successful offeror would not be required to put a conforming system
into operation uncil the time of award does not excuse the failure
to submit a proposal adequately demonstrating that a conforming system
would be furnished.

COMNET also suggests that whether it would furnish read protection
is a question of responsibility, not a Juestion as to the technical
acceptability oi its proposal, citing United Computing Corporation,
B-181736, January 16, 1975, 75-1 CPD 23. That case involved a question
of responsibility as tov whether an offeror possessed software it hkad
promised to furnish in accordance with certain specifications. How-
ever, the terms of tiie present RFP indicate that whether a2 proposal
demonstrated satisiaction of computer security requirements was a
question relating to the technical acceptability of the proposal.

The computer security requirements in Section VII of the RFP Schedule
are not phrased iuv tecms of responsibility. Further, under the sequence
of events established in the RFP, the technical evaluation of proposals’'
compliance with the requirewents preceded the submission of price
propusals, which in turn preceded consideration of a successful
offeror's responsibility as a prospective contractor. In accordance
with this scheme, after NRPO had evaluated the technical proposals,

it advised COMNET and Tymshare that their proposals were technically
acceptable--noc that they had been determirad to be responsible
prospective contracters.
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COMNET next contends that its system is curreantly providing
read protection during the performance of the contract, citing as
evidence a test of the system conducted by NRPO on Januvary 24, 1977.
While it is not allqged that the test encompassed a comprehensive
demonstration of the security of the entire system, COMNET and NRPO
maintain it did chow that read protection is in effect. -

We do not see the re.evance of this argument. The issue
treated in our earlier decision umwolved the reasonableness of the
Navy's judgment in evaluating the COMNET proposal and deciding that
it adequately demonstrated satisfaction of the main memory protection
requirements. Tais issue relates to the propriety of the award, not
to conformance with the requirements or actual satisfaction of the
Governmen:'s needs after award. See the discussion of this point
in Zorbettu, supra, at 975-976.

COMNET attempts to distinguish Corbetta on the grounds that the
successful offeror in that case had made only a blanket offer of
compliance with the requirements, whereas here COMNET specifically
offered to meet thc requirements. However, as already noted, we do
not believe the Navy had a reasonable basis to conclude that the
COMNET proposal even offered full read protection. In any event, we
think the distinction is unsound. W' ether the contract was properly
awarded is not dependent on how the contract is being performed, but
upon whether the award is legally supportable. Kenneth bavid Ltd.,
supra; lnscrumentation Marketing Corporation, B-182347, January 28,
1975, 75-1 CPD 60.

Whether read protection is now in effect may have some relevance
to the type of remedy recommended by our Office where an improper
award has been [ound. See the discussion infra.

Our earlier dezision concluded that the Havy lacked a reasonabie
basis in determining that the COMNET proposal demonstrated compliance
with requirement tha: main memory procectlon must ensure the integrity
of a usar's area during operations (i.e., read protection). After
reconsideration, it is our view that the Navy could nat reasonably
determine from the COMNET proposal whether full read protection was
being offered and how ir would be provided. Accordingly, our earlier
decision's conclusion has not been shown to be erroneous.

Y]
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Reconsideration of Recommendation .

In vicw of the foregoing, our earlier decision has not been
shown to be erroneous in fact or iaw, and we believe that the decision's
recomrendacion that ghe Navy reopen negotiacions wae correct at the
time it was made.

-

" However, COMNET's, Tymshare's, and the Navy's requests for recon-
sideration have consumed a substantial amount of time. From January 28
1977, through April 1977, the three parties have made multiple written
submissions in support of their respactive positions. The COMNET
contract expires on June 14, 1977. Therefore, it appears that reopen-
ing negotiations at this poiat in time is not a viable and pracrf-able
remedy.

The COMNET contract provides for two option yecars. In this
regard, COMNET and the Navy--citing Manloading & Management Associates,
Ine. v. United States, 461 F.2d 1299 (Ct. Cl. 1972)~~sasert that
failure to exercise the options could renult in the Government's
incurring termination for convenience costs. COMNET maintains that
the Government might be liable to the extent of about $1,700,000, and
NRPO states that liability could exceed $1,0G0,000.

The Manlcading case invclved the award of a contract for data
conversion vork, the total volume of which would take two years; the
term of the contract was only a few weeks but it provided the two
option years. At a prebid conference, prospective bidders were
told that funds were available and that there was "no question" that
the option for the first year would be exercised. Due to a protest
decision of cur VOffice which rccommended a resolicitacion, the Gov-
ernment did not exercise the first option year. The Court of Claims
held that the doctrine of equitable estcppel effectively resulted
in an amendment which renewed the contract, and that the contractor
was entitled to recover in accordance with the termination for con-
venience clause of the contract.

COMNET and the Navy beliceve Manloading applies here because of
the following question by a prospective offeror at the preproposal
conference and the Navy's answer, which was contained in RFP
amendment 0002:
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"Q. Other than an earlier implementation of
your planned in-house system in New Orleans,
are there other eventualities which might
cause non-renewal? If yes, what are they?
[csc)

"A: None, other than those normally associzted
with year-to-year funding."

This falls considerably short of the unequivocal assurance given
by the Government in the Munloading case. There are many eventualities
normally associated with year-to-year funding. Funds might be cut off,
sub:-tantially reduced, or substantlally increased; the Navy might
decide to do the work in-house, or to combine it in a new procurement
with work which had theretofore been procured separately. it is interest-
ing to note in this regard that NRPO and COMNET mutually agreed that
the term of the COMNET contract would be limited to the period from
August 19, 1976, to June 14, 1977--rather than one full year--because
of Navy "budgetary constraints.”

Also, among the many other factors distinguishing the present
case from Manloadiug, it is significant that there was apparently
no fault or error on the part of Manloading in submitting its bid;
the error wis on the part of the Government in issuing a defective
soliecitation. In vhe present case, while there have been errors by
the Havy in conducting the procurement, there was also a fallure by
COMNET to provide sufficient detail in its proposal on computer
security. Therefore, unlike Manloading there is some doubt that
COMNET had the "“clean hands" neccessary to obtain equitable relief.

For the foregoing reasons, ve see no difficulty should the Navy
decline to exercise the options in the COMNET contract. Also, non=-
exercise of the options 1s an appropriate proctest remedy where
reopening of negotiations is not practicable,

COMNET and NRPO, howcver, apparently believe that no recommenda-
tion for a remedy would be appropriate in this case in view of the fac:
that NRPO's security test on January 24, 1977, established that read
protection is in cffect during contract performance. Also, COMNET
and NRPO suggest that any lack of detail in the COMNET proposal on
computer security did not prejudice Tymshare,
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In this regard, there is some authority for the proposition
that even if a proposal is deficient in some way, the award will
not necessarily be disturbed if contract performance complies with
the RFP requirsaments. See, for example, I Systams Inc., B-186513,
Januvary 27, 1977, 77t1 CPD 65. There we found merit in the pro-
testar's argument that the successful proposal did not provide
clear commitments from certain prospective employees of the con-
tractor. However, the individuals did in fact become employees
during contract performance, and we declined to disturb the award.

We have reviewed the information in the record concerning the
January 24, 1977, security test. We believe the test did demonstrate
that some form of read protection 1s in effect. However, the test
was rather simple and did not disclose how read protection was
implemented, or the adequacy of the protection feature. We do not
believe thar NRPO's te¢st constitwtes an adequate basis for determin-
ing that main memory protection must ensure the integrity of a user's
area during operations.

Also, at COMNET's request, GAO representatives visited its
Washington, D.C.,, facility on April 26, 1977, for the purpose of
allowing COMNET to display internal company documents dealing with
its computer csecurity. This visit was not an ex parte conference
allowing COMNET to make arguments in support of its request for
reconsideracion, nor was it a comprehensive on=-site audit review of
COMNET's security.

From this visit we ascertained that both hardware and software
modifications had been made to the COMNET system. Some of the
hardware modifications apparently were not coapleted vntil the
time COMNET began performance of its contract, i.e., around October
1976. We also ascertained that a form of "fetch protection" is
currently employed in the COMNET system dedicated to Navy use.

Fetch protection is c:ifined in the Data Communications Dictionary,

supra, as "A storage protection feature that determines right of
access to main storage by matching a protection key, associlated with

a fetch reference to main storage, with a storage kecy, associated with
eoch block of majsn storage. See also storage protection.” For the
purposcs of our present discussion, the fctch protection can be con-
sidered synonymous with read protection. H¢-rover, as already noted,
she scope of our review of this matter di¢ :..t include cthe complete-

ness and reliability of the modifications ¢ the COMNET system; rather,

i. was limited to the question of whether th. COMNET system had the
ability to support fetch protection.
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COMNET contends that any doubts as to the adequacy of its con-
tract performance must be resolved by a GAQ test of its computer
security, We disagree. Wa have often pointed out that che adequacy
of a contractor's performance is a matter of contract administracion,
which is the function of the contracting agency, not our Office.

See, for example, Corbetta, supra, at 987. Moreover, we balieve it
is incumbent upon the parties requesting reconsideration to bring
forward the information and evidence necessary to substantiate their -
case. See, in this regard, Houston Films, Inc. (Reconsideration),
B-184402, June 16, 1976, 76-1 CPD 380; Allen & Vickers, Inc., 54 Comp.
Gen. 1100 (1973), 75-1 CPD 399.

Further, even if it was established that COMNET's security is
completely in compliance with the RFP requirements, we do not believe
that it would ba appropriate for our Office to forego a recommendation
for corrective action in this case. We believe the importance of
the Privacy Act and related computer security requirements call for
a recommendation that the options in the current contract not be
exercised,

Lonclusion

Our earlier decision is affirmed as being correct at the time
it was made.

Due solely to the amount of time consumed by the requests for
reconsidervation, we now make the following recommendation: instcad
of reopcning negotlations, the Navy should not exercise the option
vears provided for in the COMNET contract, and should resolicit on a
competitive basis any requirement it may have for these services afcer
the expiration of COMNET's contract on June 14, 1977,

By letter of today, we are advising the Secretary of the Navy
of this change in our recommendation for corrective action, and also
that the change does not affect the Navy's obligation to furnish
written statements to the congressional commiitees referenced in
section 236 of the Legisletive ikeorganization Act of 1970, 31 U.S.C.
§ 1176 (1970), concerning the action taken with respect to our
recommendation.,

./?. ] /? vy
Peputy Comptroller Genera
of the United States
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Andrew GCallagher
- Proc. I

LCOMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D.C. 3088

B-186858
) : JUN 12T

The Honorabloe Ceorge H, ilahon
Chairman, Comnittee on Appropriations
liouss of PReprescentatives

boar Mr. Chairnang

By letter dated January 14, 1977, we furnished you with a copy
of a Jdeeision recommending that the Departmnent of the lavy take
corrective action (reopuning nagotistionw) in conncction with regquest
for proposals v, wG0N0-75~R=-5076, 1ssued by thue illaval Supply Systens
Coumand (. AVSLP), Thie decision sustiained a protest by Twinshare,

Inc., agaiasc IAVSLP's gward of a coatract to Conmputer lietwork Corp=

LR L

aratiou (CU i),

: COLIEY, Tyushare aad AVSUT each requested rcconsideration of
the decisiou. Liclosed s & copy of our deecislon of today on these
rejussts, Our earlier decision 1s affirmied as correct at the tire
; it a3 made, ‘ithe current cceatriclt oxplves on June 14, 1977, and
our duzelsion of today recc:. .xuls that eha “lavy not exareise the
ceutysct optieas, oid reselicit auy requicaecat for thiese services
: colpctitively, v mr advicing the Javy chac thic ehianse Ly our
' Tead o oandatici wnvs nod afieey 1ta ouiiticlan te yesnenid to you
CONL. Thitee, iad LitiCng Taren vita reapees to the rocommradation, as
provi:cd for Lu section 236 of tha Lesialative Reorranization fct
eof 1279, 31 U.,S.0, § 1176 (1370).

Slucarely yoursy,
R.F. WADLID
I AL Covptroller Cencral
of the tnited Ttates
Yacloduta

ran
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Andrev Gallagher
. . Proec.. I

COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D.C. 10848

B-136858

JUN § 477

The Monorabla Jack Erooks
Chairaan, Coanittece oa Governuwent Opcerations
Hoise of Represzentacives

Bear Hr. Chairnian:

By letter dated January 14, 1977, ve furnished you with a copy
of a declodon reccmanding that the Departnent of the ilavy taka
corrective actioa (reopeniny nesotiations) in connection with requast
for proposala o, .. N.LUU=TI=N=0)73, Lssued by the iaval Supply Systema
Cormand (GLWLLUP).  ilie Jduclolon swstalned a protest by Tynshare,

Iac., against NAVSLP's avard of a econtract to Cemputer Letwork Corp-
cerabioa (C0....T1).

COLAT, dvmghare and IAVEUP each requested reeconsideration of
tire ducialoa.  Lacloscd 15 a copy of our deciaion of tolusy on these
requestts,  Cuy varlier declsica Lo atffinmscd ss correet at the tine
it 493 vade,  Yae curreat ccatract cradres oa Jewa 14, 1977, oad
o dreltion of toley raen tolacs Bt Lk lavy 4ot exivcisa tie
€2nUTaSE optdieas, ond Fuesalllil say vavcldveioat For thaese cervices
o etlidvels, Ul ore advisin o the Tavy that thia ehnaso in our
Yiar caation wees a0 slfacn 173 0027 ackss Lo veotea! to you
G w bk L Liee e@aean Calunt WAL reansct tu € roeontanalatien, as
prace enl Fer di ne ctdon 30 o0 tae Tep Lolatdve Scorcanleantfon Jet
of .l‘JJ"\.'., 31 L., 5 1170 (].’y\:)-

Jacerely yours,
1.7, ELULER

et
Jesastrollar ficaeral
of Li. Ludted States

tneloare

rala




" Andrew Gallagher

COMPTROLLER GENERAL OF THE UNITED STA Proc. I

WASHINGTON, D.C. 20548

& 5 .

BP=186858

‘e T ”
The Honorable . JUN 131677
The Sccretary of the Navy

Dear lir, Sacretarys

By latter dated January 14, 1977, wve furnished you with a copy
of our decision oustainln~ a proteat by Tynshare, Inc., and rccon-
nending, anong other cthings, e reopening of regoti.:.tions In conncc~
tion wich request for proposals llo, 1i00600-~76~=5078, issued by the
ilaval Supply Systens Comaand (IAVSUP).

HAVSUP and other partics requestod reconsideration of the
deecision. incloscd 1s a ecpy of our decision of tolday on these
requedts., Tor tie reasons fudicated in the decision, we now recon-
nend chat instead of reopeaing negociations, the llavy should not
exercise the options provited for in the current contract and fhould
resolicic any requircoent for chese services coopetitively, Tais
change in our reccicienation does not affoet the lavy's obligation,
noted 11 our varliazr docision, to furnish written statenents to
the conrressivnal comltete:s roforenced in seccion 236 of the Leg=
inlative Reorpanization Aet of 1979, 31 U,S.C. 3§ 1176 (1270), con~
cerning £ie acticn cakon with resneet to our recornendation.  Also,
ve vould eporecizte beiag advised of the action talen in this rerard,

A autitivnsl polnd we vould Lite te bring teo vour atteatlon
15 thns ovVLGe's tuust 6, 197G, rerore to our “Edice falled to
fazlvie (apparcatly due vo an oversirat) cestadn sutarieoents to vae
oL tiie prorosili, " o attac.eendd vase seoleivecntly furaishos cauring
Cire procendin:s oo the Tequesty for roconsideration, As dlscusned
It p'e dealst o, thls evevalrat S nor sflaet thr onted roof
the enLe,y e v, we sur oot tazt veococoansil e efrdefals ha wesdnded
thnt Lt ds 4 povative that our Office Lo furaishad vith conplete
roeports fa roapase Lo proteals,

Sineirely yours,

- v oem
h
e

oo .*0ller Gencral
w Undted States

v ik




Andrev Gallagher
JProe. Lk .

Director, logistics and Comunications Divicion - Fred J. Shafer

Pay;

Cenaral Cnunsel = Paul G, Dembling d2ghis,.,

Requeste for Reconsiceration of Computer Metwork Corperatioa
et al., D~-13585G, Jouvary 14, 1977, 50 Coap. Gen. y 77=1

We want to oxprese our apprecistion for a memorandua datad May 6,
1977, from lir. Donald L. Zirieh, Assoclate Director, Comznmications
and Data ranagenent, which furnished a tocind cal opinfion on computer
gecurity issucs involved in this canc, 7The assistance proevided by
the memorandua and Ly i, Rebert lMerenzie vas invalusble in the resolu-

tion of this casoc.

A copy of ctha decision on the recuasis for recouvideration 1s
‘tt.chﬂdo

Attachment

ram
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WASHINGTON, D.C. "0M8

Tha lonorable Abrahara A, Ribicoff
Chairwan, Cortitcee on Governnmental Affairs

Loited States Scnate

Doar {r, Chairman:

Andrev Callagher
Pron, 1

' COMPTROLLER GENERAL OF THE UNITED STATES

B-186333"

By letter dated January 14, 3977, we furnished yeu vich a copy
of a decision racuicicuding thet tie Departnent of the Havy tale
corrcetive action (reopaing uwepeciacions) in corancetion with reques:
Yor proposala lio, LUe520=756-0-5073, issvad by tae llaval Supply Systelw

Command (AVEUP), Tue decision susiained a
Ine., aja2insg LAVSL?'3 acucd of a - wtract

YT}

eration (CUL.LT).

prozast by Tymshare,
to Comrputer .etworl: Corp=

CULiLT, Tymshare and SAVSUP cach roquustod recensideration of
the Jdecislon. Inclocad 43 o copy of cur decisfon of today on these

reguasts. Our carlizr Jdeedsdion is =ifird

as corroet at the tinoe

it wan rade., The currcut contract cxsices on Juaz 14, 1577, end

-

our decision of tToday reesy. smtls that Lo U
contract options, om! rvesolicii osny r ooty
conpetisively., Ve ore faviniy e gLy Lo g
rocossadation does net atficed i o110 L

3 at -

.

1.
-

Wy wot srerelse the

aut fur Linate norvicos
s otal: elhvire Lua ocur

- . - *
RO SR NTE I £}

concut.ifu, Cie aeticus ta'wa vish v L o 8 roza, o nkicn, an

-

providuy for in zezttlon 234 o0 vho Lo {iiie
of 1972, ML V.5.C. & 1170 (r&74).

Jva Foorsudsatioa Act

Jiageredy yours,

ncloovre

r.ui



. Andrew Sallsgher
Proc. 1

COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D.C. 20048

/
-
B=-186838
. 7
: . JUN 131877
The Lhonorable Joaa L. HeClellan .
Cualrnan, Couittee on Apnrozriacions
Unired Staccs Nenate
Dear ir. Cualrran:
8y lettor dated Jaauary 14, 1977, ve faraiched vos vith a copy
of a deefzoton rucor:rcn by that the Lopartnient of cthe havy tale
corrective actioa (rreonda- negociatiow) fu ecineetion vith request
for propoczls a, Ju SV =Tuel=3076, Zonusd by Lio Laval Supply Systens
Coouaand (aV J2). Thal Juelsion svstainad a proteac by ynisuaare, )
Inc., aralaut AVUul'a swnrd of a concrack to {o uler ctworl, Corp=-
eration (Ju...l1). '

.

CULiZT, Syinaare and [SVER et vapuests J o reeonaideration of
the drelsion,  ateloned 36 a coey o7 or Ceelnten of teday ou thesc
requests,  Onr carliler decizlen ds o7 7wl A rorrect ae the tise
1o v vaade, Tag cumoent Lo ol oo L LW Y4, 3EFT, ol

cur woeclaloa o Loy E2C L atde Ba b ot s il egvreloo tine

L
coatvact oplic s, o, rouscllesg s o i o 0 e tTale warvices
L N B A N S T R S SR 1O S AT M
Teee t. JSatla, Joes soe arieet dts ol LD LD o o UL el LT you
COAWIY. L Bhar Sediosd Lo o R Yo L0 0 1 e pedae L ntdaton, as

e ." 3 L - . b . H - - .
argviic. for da seelley 200 o the L0 Lo Lane im ndatlon et

of 197w, 31 C.i.G, § 1170 (1%70).
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